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KEEP YOUR CHATS SAFE FROM _ &
THE CHEATS. BY RUSSELL SHAW

1"s human nature (o let your
ghard down when you're amang
friands, Who needs towarry
about security when you're
chatting with waur best buddies?
But if you're chats are conducted with
an anline instant-messaging program,
you could easily draw the unwanted
attention of & privacy thief.
Fartunately, each of the major
anline chat programs—~AGL Instant
Messanger, its Web-based cousin
A, MSM Messenzer, and Yahao
Messengar—have pretby good privacy

and securily faatures. We'll show
il hiow Bo use them Lo Ssecure your
comversalians.
&

ADL INSTANT MESSENGER
ADL Instant Messenger (@ component
ol ADL's subscriber software] and Al
o Web-based |M program) have very
similar privacy controls, [Fyou're an
America Online subscriber, you can
configure your privacy controls by
clicking on the Satety tab and choosing
I Privacy Controls. The M Setlings
window will apen with the Privacy and
Security tab presented by default.

ifyou use AIM, click on the Prefs
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icon [the arange wrench at the bottom
af the AlM window) and thep click on
the Privacy categoery in the left-hand
column, Although the wording is
slightly different, the privacy controls
in bath flavaors of AQL's chat program
aravirtually the same,

Spammers have fourd Fertile graund
among ACL Instant Message Users,
aspecially after an America Onling
amployes allegedly stole and sold
G2 million AQL subscriher 105 to a
spammer. (The employes was fired and
arrested, but the damage was done.)

. An America Online employee allegedly
stole g2 million AOL subscriber 1Ds and
sold them to a spammer early this year.

Because of this, you should block
wsors whoare not already on your
Buddy List from sending you instant
messages. Here's how:

Dpen your chat client’s privacy
settings, as described above,
Click the button next to the item
that reads “Allow only people on
my Buddy List.”
Click the button next to the item
that reads “Cannot view me an
their Buddy List, M me, ar send me
AQL Instant Greetings Maessages.”
4Click an Lhe Save hutton.

ADL Instant Messenger also has an
important security Feature that will,
iFenablad, perform a wirus check on
any files you receive via an 1M sessian,
Toenahble it, reapen the Privacy
and Security window and place a
checkmark nextto the item that reads
"“Wirns-check fles | receive thrawsh Ik
Fite Transfer.” It's important to note
that the Web-based AIM doss not have
a built-in virus-checker feature.,

MSM MESSENGER

flicrosnft’s MSN Messenger chat
client has a robust set of security ana
privacy settings, lacking only a built-in
virus-checker, Depending an how you
canfigure the saftware, you can:

* Block athers from seeing ar
contacting while yvou're on-ling,

* Sign inwith a different Micrasoft
MET Passport than the one you
usually use,

* [anags yaur contacts list,

s Alart yaw whean other users add yaur
username to Lheir cantact list.

® Require your passwaord shoold yau
attempt to access anothar MEN
account, such as Hotmail.

* Disable sharing your address book,

Tareach the privacy and security
contrels in MSKN Messenger, click Taols
and then Options, Once the Options
dialog box apens, click on the Privacy
tab.Yaw'll see throe check boxes, a




My Allowe List, and a My Black List, The
Allowe List Box shows users, including
peaple you might not know, who can
seeyalr online status and send yau
instant messages, The My Block List
shows the names af users yay do nal
wish to extend these privileges to,
Motice the phrase "All otherusers™ in
one of these lists? If this entry appears
in your My Allow List, it means that
any other M5M Messenger user whao's
logged on, but nat inyour cantact
database, can tell when you'ra anline
and can send you instant messages,
IF Al otherusers®™ appears in your My
Block List,” then ne one who isn'tin

iM ENCRYPTION

Ifyou really want to keep your online conversations privite, encrypt
them, None of the instant-messenger programs discussed here offer
built-in ancryption, but you'll find a variety of third-party applications

that will do the job.

JohnyTech’s Encrypted Messenger 3 (514.95) works with all the major
IM programs, but of course both parties to the conversation need to
install the software for It to worl. The trial version is on the discl

box next ta the phrase "Only people
an my Allow List can see my stalus and
send me messages.”

You can alsa an manage your
comtacts on an individual basis, To
rmove asingle conlact From your ty
Albow List to your My Bleck List, simple
click on it and then click an the Block
button, Reverse
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Both of America Online's instant-messaging programs ¢an
§ be configured so that only people on your Buddy List can see
you online, This Is a good way 1o ensure your privacy.

your My Allow Listwill he able to tell
when youw're onling, and they won't be
able to send you instant messages,
lInless you want to hear fram
spammers and complete strangers,
either mave "All other users” to your
black list, or place a checkmark in the

these sleps Lo move
them back toyour
My Allow List,
iFyou're using
MSHN Messenger at
wark, share your
computar with
1 several people at
| home, orifyou're
& logging onata
public place (an
A |nternet café ar
public lirary, far
examplel, you can
further enhance your
privacy by placing a check mark next to
the phrase *This is a shared computer
s don’t stare my address boaok,
display picture, or background an it."”
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YAHOO MESSENGER
Yahoo Messenger's privacy and
security cantrals are cansiderably less
rabust than its competitars, bul they're
stitl useful. To make changes (o these
ceftings, click on the Messenger menu,
chaose Praferences, and then select
the Privacy category From the fist in the
laft-hand column,

We recommend that vou remove
the checlkmark next to “Allow Yahoo
wabsites to show when | am online,™
sothat spammers can’t harvest vaur 10
and send you junk messages ar mail.
Far maximum privacy, you can place a
checkmark next to "Always sign inas

invisible (Appear offline to all users),"
The prehlem with this option, howewer,
iz that your friends won't know when
you're online, either.

SHUT THE DOOR!

As useful as these security and
privacy contrals are, they won't do
yau much gaod ifyou don't exercise

a bit of common sense. Even after

you configure your faverite chat client
with its best privacy settings, you
should never give out any personal
infermation—even to pecple you know
[arthink you know).

It*s all toa easy fora criminal to
impersonate your friends or family
anline, since you can't haar their volce
arsee their face.

By “personal™ infermation, we mean
your physical address, telephons
number, credif-card number, and the
like. What's the point of turning an
all your software’s privacy features
if yo'e going o compromise yaur
securily in canversation? Thatwould be
akin to buying a burglar alarm, but not
locking yaur front door, B
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m%‘f'ahnu Messenger's privacy features are
fairly weak in comparisen with those of MSN
Messenger ar either of AOL's programs,
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