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SURF THE WEB SAFELY AND SECURELY. BY RUSSELL SHAW

cearding to the market
research Arm OneStat,
5%.9 percent of the world's
Internet wsars surf the Web
using Microsoft’s Internet
Explorer, |= it any waonder, then, that
the mast comman online privacy and
securily vielations ocenr via 1ET We'll
shaowe you o 1o Buttan down yauy
broweser, soyou don’t become a victim,
Thare's no shortage of businesses-—
large and small—who would like to
have your email address, who want to
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Certificates can verify an individual's identity,
assure a Website's security arrangements, and

protect your PC from unsafe software.
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know which Websites you frequent,
and whao are keen to find out whers
yiou live, IFyou dor™t configure and use
Internet Explorer properly, you could
be giving up this information—and
pxposing yourself to even more
serious trouble—without even
krowing it.

The reasans tarthese companies'
abiding curiosity are most aften not
sinister; more typically, they lust after
Lhis infarmation so they can target
you far their sales pitches, Most—but
certainly not all—of these aparalions
are legitimate, and their practices ane
often entirely lezal, In same cases, you
might even find that you're interasted
in purchasing the gooads and services
they have to offer,

Most af the time, however, you'll
just get annoved at the constant
intrusions. After all, vou have an
inalienable right to be left zlane,
IFyoure interested ina Las Vegas
vacation packagze, a cut-rate re-fi,
of prescriptions for Gittle blue pills,
winildn't you rather seek aut the
information when you're ready, as
appased to having it shoved in your
face all day lang?

Althoueh relatively minor
annoyances, such as spam and
pap-up ads, greatly outnumber
morg egregious prablems, such as

vielations of privacy and autright Welb
thisvery, serious crimes such as these
da happen, Making an onlineg purchase
during an unprotected Infernel
Explorer session, for example, could
lay bare your credi-card number (o
evan the mast inexperienced hacker,
Unprotected Web browsing couled
also rall aut the red carpet far a viral
invasion of your PC.

But vou needn't make it so easy far
unscrupulous advertisers and ne'er-
do-wells to cause vou trouble,

SECURITY CERTIFICATES

Cine way to maintain your online
privacy and security is to make

use of security cerfificates. Those
stalemants can verify an individual’s
identily; assure a Website's security
arrangements, and protect your PC
[ram unsale seffware {such as viruses,
spyare, and worse),

Apersanal cerlificate serves asa
digital verification thal you are who
yau say vou are, These came into pliy
whenever you conduct a transaction
with Websites that requires you
to prove vour identity, & Website
certificate affirms to visitors that a
aiven Website is secure and genuine,
Website certificates dent vouch for
the quality of goods, services, or
information that mizht be available




an that site, they anly provide an
assurance that the Wehsite is what it
claims to be.

Inthe end, it"s up te you ta decide if
wou trust any given Website; however,
sites that possess these certificates
are far lass likely to secretly dewnload
harmiul ar anneying software onto your
PC, and they're unlikely ta collect and
sell your personal information to third
hartias withaout vour consent,

Security certificales are based on

vencryplion/decryption concept

violving public and private keys

ws are numbers derived from a
thematical algarithm applied to a
damly chosen number),
nyane possessing yaur public key
nuse it to encryot [Scramble) data
o send it ta vou over the Internet,
al data, however; can anly be
crypted (unscrambled) using your
vate key, As long as vou keep youl
ivale key private, it doesn’t matter
o hias possession of your public key,
cause noone can read encrypied
ssages without your private key,
I'he merchant, bank, ar any
er party on the ather side of the
anzaction will alse hawve a public
d private key. They'll provide you
ith their public ey, which IE will use
ancrypl the information you send
o them, They, in turn, will use their
private ey Lo decrypt the information
when they receive it
Mostaf this activity will take place
Lihire [he scenes, and yauwwaon't
wen he aware that it's happening. In
Loime cases—such as online banking
ne with same online merchants—
onfidential transactions are handled
sing a technology known as Secure
oehets Layar (550,

You'll establish a user-name and
1sswiord with the other party anc
avide that information whenever you
rn anto their Website, As soan as

& Website verifies your identity, the
bsite transters you to a secure area
nere any information you send or
eive |5 encrypted.

DIAL “S" FOR SECURITY

Yau can verify that you're an a secure
Website by looking at the adedress in
IE’s Address bar: Instead of reading
“httpe S twww T TEwill read “hitps: Y
wiew...” The prasence of that “s"

tells you that the infarmation passing
between your computer and that
Website is encrypted,

Oigital certificates are granted by
certification authorities. Most often,
these are cammercial entities that
have gane thraweh a rigorous vetting
process and have bean approved by
Microsoft and ather companies with an

& Handle legal and liability issues
related ta security,

WANNA CODKIE?
Anather way to ensure yaur privacy is
to control whethar or not Websites can
place “cackies™ an your computer.
Coolies are small text files that aro
sametimes uselul—and sometimes
nat. Fyou're interested in seeing
weather reports for your hometown,
tarexample, you'd likely visit a
Website—say, www.weather.com—that
specializes inweather forecasts,
Supply the Websile with your zip code

You have an inalienable right to be
left alone. Don't allow advertisers to
shove their messages in your face.

interast on anline security, According
Lo Micrpsoft, certification authorities
empowered with granting digital
certificates to Websites must have the
capahility and the willingness to:

Izsue, renew, and revoke cerlifcates,
Authenticate the identities of
individuals and organizations,
Warify the registrations of individuals
ane oreanizations,

Publish and maintain a Certificate
Revocation List (CEL) of all
certificates that the certification
anthority has revaked,
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once, and Weather,com will store your
Fip-code information in a coolde on
yaur computer's hard drive. The next
Lime you visit Weather.com, the site
will automatically retrieve that caokie
and present you with a custom wealher
repart based on your zip code,

Anunscrupulous Welisile operator,
however, might take advantage of
conkies Lo place code on your computer
that tracks and reports on yvour Web
travels, Coplges can alzo be used to
determine persanal information about
you, for the purposes af targeting you
for spam—or warse,
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In this Website address, the *https” indicates that a secure connection has
been established, and that any data exchanged betwean your PC and the

Wabsite will be ancrypted during transit.
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Internet Explarer bases its privacy safeguards on a concept called pﬁﬁmﬁgfmﬁwﬁ}qwfz dﬁ,ra g“ﬁf’ o
“Content Zones.” These zones are not geographical, but pertain to :J»-”“f""* s, f

the types of Websites you visit and how much you trust the business, Beneed] So0i [ Firvesy | Canken | Corackuns | Frisasess | _..,i,-.._. awd]|.
organization, or person running that Website. IE classifies each Website i S e s '
into one of four zones, each of which has a default security level
associated with it, The security level determines which privileges the site @ @ '@ @
is granted, which in turn contrels how your computer behaves at that site. Sl siptat Tnled dles Hedliclsd

e |
INTERMET ZONE Unless you specify otherwise, most of the Websites Intcangl 3
you visit will fall into this zone, By default, IE's security and privacy @ et i
controls are set to Medium for apy Websites in this zone.

Sl beadd e Thes 20ces
LOCAL INTRAMET ZOME Intranets are internal Websites that are
closed to the outside world. The most typical example is a company
Website used to post proprietary information. Here again, |E's security
and privacy controls default to Medium for any Websites in this zone.

L u;{mr

TRUSTED SITES ZOME You can place any public Websites that you .
feel absolutely comfortable with in this zone, By default, IE's privacy and |
security controls are set to Low For any Websites in this zane.

RESTRICTED SITES ZOME Place any Websites you visit that you - .
decide you're not entirely comfortable with in this zone. By default, IE's IE uses Content Zones to manage what the Websites
privacy and security controls are set to High for any Websites in this zone, you visit are permitted Lo do with your computer,

Most public sites fall into the Internet Zone by defaull.

As described above, Internet Explover will place all the Websites
you visit in the Internet Zone unless you tell it otherwise. You can
easily designate which zone any given site is placed in. [fyou've
established a high degree of trust with a particular site—your bank,
for example—you might want to move that site from the Internet
Zone, with its default Medium security setting, to the Trusted Zone,
with its default Low security setting.

B R R e e e
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Hera's how to move a Website from one Internet Zone to another:

Launch Internet Explorer, click on the Tools menu, and
choose Internet Options,
Click on the Security tab within the Internet Options box,

= i ;
Click on the icon representing the Content Zone you want to GpSCiata s L LD b L i e ey |
place this site in. : Lo " et 2 Zf
Click on the Sites button, enter the address of the Website | e R R S 2 G YT
you wish to place in this Content Zone, and click OK. If you have Internet Explorer's Status bar activated, it will displa

which Security Zone you've placed the current Website in.
You can change the default security levels for each of the Content

Zones just as easily: The Internet Zone has a slider that you can use [o adjus
an array of security settings. (Click on the Default Level
Launch Internet Explorer, cliclk on the Tools menu, and choose buttan to return them to their original values.)
Internet Options. Click on the Custom Level button, and you can tweak
Click on the Security tab within the Internet Options box. several dozen security settings. (To return these setting
to their default values, click the Reset button.)
Click an theicon for the Content Zone whose seltings you'd lile Click OK when you're finished.

to change.
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s we've described, some cookies are useful, some are useless, and
still others are downright harmful. You can configure Internet Explarer
to accept or reject a broad range of cookie types for all sites you've
listed in the Internet Zone, or you can configure it to handle them on a

site-by-site basis.

isting cookies stored on your computer.

of IE's privacy settings other than High will also enable
ect them from others. Here's how:

Launch Internet Explorer, click on the Tools menu, and
choose Internet Options.
Clicl on the Privacy tab within the Internet Options box,

Click onthe Edit button.

In the Per Site Privacy Actions box that opens, enter the
address for the Website you're interested in customizing.
Click on the Block button to always prohihit that site from
placing cookies on your PC, or click on the Allow button to
ways allow it.

en if you configure IE to reject cookies from Websites,
prevent Websites from reading cookies already
your computer, neither of these actions will remove
xisting cookies. Here's how to do that:

Launch Internet Explorer, click on the Tools menu,
and choose Internet Options.

Click an the General tab within the Internet Options
box.

Click on the Settings button.

Clicl on the View Files button,

Click on any files you want to delete (hold down the
Cirl lcey to select multiple files),

Click on “Delete this item™ in the left-hand window
pane.

If you'd like to change how |E handles cocokies, launch it, click on the
pols menu, and choose Internet Options. Click on the Privacy tab and
ove the slider control up and down. At the highest privacy setting,
will block all new cookies, and Websites won't be able to read any

curity, It's not all that useful because it doesn't discriminate
tween beneficial and harmful cookies. We recommend you set |E's
vacy setting to either Medium (the default) or Medium High.

u to configure IE to accept cookies from some Websites, and
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The author has allowed the travel Website Expedia

to place a cookie on his computer, As a result, he's
autematically “recognized” whenever he visits the site using
his compulber.
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Internat Explorer gives you the power to accept

or block all cookies from any particular Website
regardless of the site’s privacy policy or which Content
Zone you've placed it in.

The biggest danger in publishing sterfes like this are that we

ga aver the top and frighten readers into thinking danger lurks
araund every corner of the Warld Wide Web. Dan’t worry; it
doesn't. But anything as sensitive as your persenal privacy is
worth guarding, and Internel Explorer doesn’t always do a good
job of that right aut of the box.

What we've tried to do here, then, is to show you Tiow |Eworks,
and how you can use its toods to at least better secure your
privacy rights, We would also recamment against using IE's toals
exclusively, ¥ou'll find a numberof other products discussed
in this issue that will go even further, and you'll find several
products—bath trialware and fully functianal programs—aon the
enclosed disc. Inthe and, yvou'll discover that pratecting your
privacy while getting the most out of the Internet and the World
Wide Wakb is something of a balanting act,
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